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(54) Method of delivering information in a digital broadcasting system using muttiple bitstreams 



(57) Audio or other information is delivered to a user 
via a multi-stream digital broadcasting system in a par- 
tially-encrypted form. The information is encoded and 
separated into muttiple bitstreams, at least a subset of 
which are left unencrypted. Both the encrypted and 
unencrypted bitstreams are received and stored by the 
user. A user is able, for at least a limited period of time, 
to access the infonmation at a first quality level, e.g.. an 
FM-quality level for audio information, without having 
the con-esponding decryption key, by utilizing only the 
unencrypted bitstreams. The user can then access an 
electronic-commerce web site to purchase the decryp- 
tion key. The key may be downloaded from the site to an 
information processing device of the user, and may be 
utilized to decrypt the partially-encrypted fomnat, such 
that the user is provided with access to the information 
at a second quality level higher than the first quality 
level, e.g., a CD-quality level for audio information. The 
multiple bitstreams may correspond, e.g., to subbands 
of at least first and second digital sidebands of a host 
earner signal in an FM in-band on-channel (FM-IBOC) 
digital audio broadcasting system. 
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Description 

Field Of The Invention 

[0001] The present invention relates generally to 
digital audio broadcasting (DAB) and other types of dig- 
ital communication systems, and more particularly to 
techniques tor delivering information to users over a 
DAB system or other type of communication system. 

Background Of The Invention 

[0002] Existing electronic commerce applications 
allow users to make purchases of various types of infor- 
mation-related products over computer networks such 
as the Internet For example, a user can typically pur- 
chase a software package over the Internet by access- 
ing a corresponding web site, providing the necessary 
payment information, e.g., a valid credit card number, 
and downloading the software from the site. In such 
applications, the software may be transmitted to the 
user in an at least partially-encrypted format, so as to 
prevent unauthorized distribution and use of the soft- 
ware. An authorized user is then subsequently provided 
with a decryption "key- which allows the software to be 
decrypted and used. Similar techniques may be used to 
purchase and download music or other audio informa- 
iion, e.g., "singles," compilations such as compact disks 
(CDs), live broadcasts, interviews, talking books, etc. 
over the Internet. A well-known conventional format for 
downloadable audio information of this type is the 
MPEG-1 Level 3 Digital Audio Standard, also referred to 
as MP3. 

[0003] A significant problem with the above- noted 
conventional techniques as applied to the transfer of 
music or other audio information to authorized users is 
that it can often take an unduly long amount of time to 
download such information over existing networks. 
Moreover, the music is in many cases already delivered 
repeatedly to the same users over other channels, e.g., 
through broadcast air waves. 

[0004] For example, proposed systems for provid- 
ing digital audio broadcasting (DAB) in the FM radio 
band are expected to provide near CD-quality audio, 
data services, and more robust coverage than existing 
analog FM transmissions. However, until such time as a 
transition to all-digital DAB can be achieved, many 
broadcasters are expected to utilize an intermediate 
solution in which the analog and digital signals can be 
transmitted simultaneously within the same licensed 
band. Such systems are typically referred to as in -band 
on-channel (IBOC) DAB systems, and are being devel- 
oped for both the FM and AM radio bands. In order to 
prevent significant distortion in conventional analog FM 
receivers, the digital signal in a typical FM-IBOC DAB 
system is, e.g., transmitted in two sidebands, one on 
either side of the analog FM host signal. 
[0005] Despite the above-noted advances in the 



development of DAB systems for the delivery of CD- 
quality audio, a given user that may have already lis- 
tened to a given piece of music several times, e.g., 
using an FM receiver, is nonetheless required to go 
5 through the process of downloading the entire piece 
over the Internet in order to purchase that piece of 
music. A need therefore exists for a more efficient proc- 
ess of delivering purchased music and other types of 
information to authorized users. 

10 

Summary Of The Invention 

[0006] The present invention provides methods and 
apparatus for delivering and receiving information in 

75 digital audio broadcasting (DAB) and other communica- 
tion system applications. In an illustrative embodiment, 
audio- information is delivered to a user via a multi- 
stream in-band on-channel (IBOC) DAB system in a 
partially-encrypted form. The infonnation is encoded 

2o and separated into multiple brtstreams, at least a subset 
of which are left unencrypted. The multiple bitstreams 
may correspond, e.g., to subbands of at least first and 
second digital sidebands of a host carrier signal in an 
FM-IBOC DAB system. Both the encrypted and unen- 

25 crypted bitstreams are received and stored by the user 
in a disk, memory card, cartridge or other storage 
device. For a limited period of time, the user may be per- 
mitted to access the information at a first quality level, 
e.g., to listen to and/or record the information at an FM- 

30 quality level, without having the corresponding decryp- 
tion key, by utilizing only the unencrypted bitstreams. 
[0007] In order to access the information at a sec- 
ond, higher quality level, e.g., to listen to and/or record 
the information at a CD-quality level, a user purchases 

35 a decryption key for the information from, e.g.. an elec- 
tronic-commerce web site. The key may be downloaded 
from the site to an information processing device of the 
user, and may be utilized to decrypt the encrypted bit- 
streams, such that by utilizing all of the transmitted bit- 

40 streams the user is provided with access to the 
information at the higher quality level. The decryption 
key may be supplied via a variety of other techniques, 
e.g., with the transmitted bitstreams in an auxiliary or 
ancillary data channel, or via a physical device which 

45 plugs into a receiver. 

[0008] In accordarxje with another aspect of the 
invention, the above-noted storage device may be 
adaptable for insertion into both a receiver which 
receives the multiple bitstreams, and a computer or 

50 other information processing device which accesses the 
web site to obtain the decryption key. In this manner, a 
user can download the information as transmitted via 
the DAB system to the storage device, and subse- 
quently use the information processing device to obtain 

55 the key. 

[0009] Advantageously, a system configured in 
accordance with the invention avoids unnecessary 
downloading of information already transmitted via 
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broadcast airwaves, white also ensuring that copyright 
owners and service providers receive appropriate pay- 
ments. The invention can be applied to other types of 
digital information, including, e.g., data, video and 
image infomnation. In addition, the invention may be 5 
implemented in numerous applications other than IBOC 
DAB systems, such as Internet and satellite broadcast- 
ing systems, systems for simultaneous delivery of audio 
and data, etc. 

10 

Brief Description Of The Drawings 
[0010] 

FIG. 1 illustrates the operation of an exemplary FM is 
in-band on-channel (FM-IBOC) digital audio broad- 
casting (DAB) system in which the invention may be 
implemented. 

FIG. 2 is a flow diagram of an exemplary audio 20 
information transmission technique in accordance 
with the invention. 

FIGS. 3 and 4 show illustrative embodiments of 
transmitters for implementing the FIG. 2 audio infor- 25 
mation transmission in accordance with the inven- 
tion. 

FIG. 5 shows an illustrative embodiment of a 
receiver for use in receiving audio infomnation in 30 
accordance with the invention. 

FIG. 6 illustrates the manner in which a decryption 
key for use in decrypting received audio information 
is obtained over the Internet in accordance with the 35 
invention. 

FIG. 7 illustrates the manner in which audio infor- 
mation obtained through a DAB system may be 
played back in accordance with the invention. to 

Detailed Description Of The Invention 

[0011] FIG. 1 illustrates the operation of an exem- 
plary FM in-band on-channel (FM-IBOC) digital audio 45 
broadcasting (DAB) system in which the invention may 
be implemented. The portion of the spectrum shown 
includes an analog host FM signal 100 with associated 
lower digital sideband 102 and upper digital sideband 
1 04. The sidebands represent portions of the frequency 50 
spectrum used to transmit digital audio infonmation in 
the FM-IBOC DAB system. As will be described in 
greater detail below, the system in the illustrative 
embodiment uses an overall digital audio source coder 
rate of 128 kbits per second, muttidescriptive coding 55 
with two-level unequal error protection (UEP), a rate 1/2 
convolutjonal code as an inner channel code, a cyclic 
redundancy code (CRC) as an outer channel code, and 



differential quadrature phase shift keyed 
(DOPSK)/orthogonal frequency division multiplexed 
(OFDM) modulation. 

[0012] In the exemplary FM-IBOC DAB system of 
FIG. 1 , an audio signal is first encoded using a muttide- 
scriptive coding technique to produce two streams 
and S2 at 64 kbits per second each. The streams and 
S2 are transmitted on host FM signal 100 as sidebands 
102 and 104, respectively. The transmission of muttide- 
scriptive streams and S2 in different frequency bands 
provides both information diversity and frequency diver- 
sity. 

[0013] The two streams and S2 are then each 
divided into two classes, class I and class II, using a bit 
stream classifier. Class I bits represent the more impor- 
tant audio bits, and may be provided with a higher level 
of error protection, e.g., by associating them with inner- 
most subband A, i.e., the subband which is less suscep- 
tible to first adjacent channel interference. Class II bits, 
which have been determined to be of lesser importance 
to reconstructed audio quality than the class I bits, are 
provided with a lower level of error protection by associ- 
ating them with the outermost subband B. Performance 
gains are obtained from this type of frequency division . 
UEP by exploiting interference variations across the 
sidebands. Other UEP techniques, e.g., providing a , 
higher transmission power level for the A subbands than 
for the B subbands, may also be used. 
[0014] The subbands A and B of each digital side-, 
band 102 and 104 are encoded for transmission using 
the above-noted rate 1/2 convolutional inner code and. 
CRC outer code. This arrangement results in a total of 
four different bitstreams 1 05-1 , 1 05-2, 1 05-3 and 1 05-4. 
[0015] FIG. 1 also shows a portion of a receiver 110 
for decoding the multiple bitstreams of the exemplary 
FM-IBOC DAB system. The receiver includes rate 1/2 
Viterbi decoders 112, 114 and CRC decoders 132, 134 
for use in decoding the respective inner and outer code 
for stream S^, and rate 1/2 Viterbi decoders 122, 124 
and CRC decoders 142. 144 for use in decoding the 
respective inner code and outer code for stream S2. 
[0016] More partrculariy, in this four-stream imple- 
mentation, J^itstream 1 05-1 associated with subband B 
of sideband 102 is decoded in Viterbi decoder 112 and 
CRC decoder 132, bitstream 105-2 associated with 
subband A of sideband 102 is decoded in Viterbi 
decoder 114 and CRC decoder 134. bitstream 105-3 
associated with subband B of sideband 104 is decoded 
in Viterbi decoder 122 and CRC decoder 142. and bit- 
stream 105-4 associated with subband A of sideband 
104 is decoded in Viterbi decoder 124 and CRC 
decoder 144. The outputs of the CRC decoders 132. 
134. 142 and 144 are applied to a PAC decoder 150, 
which generates reconstructed audio output signals for 
appltcation to speakers 1 52. 1 54. It should be noted that 
the exemplary systems illustrated in FIG. 1 may be con- 
figured to introduce delay between the various multiple 
bit streams, in order to provide additional time diversity. 
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[0017] In the FIG. 1 system, all four of the bit- 
streams 105-1, 105-2, 105-3 and 105-4 are generally 
required in order to reproduce CD-quality audio. In other 
words, all four of these streams must be received and 
decoded in order to reconstruct a transmitted audio sig- 
nal with CD-quality fidelity, i.e., a bandwidth of about 19 
kHz and a dynamic range of about 96 dB. Any two of the 
four bitstreams can be used to reproduce FM-quality 
audio, which has a significantly lower bandwidth and 
dynamic range than CD-quality audio, i.e., a bandwidth 
of about 1 3 kHz and a dynamic range of about 65 to 70 
dB. 

[0018] FIG. 2 is a flow diagram of an exemplary 
audio information transmission technique which may be 
implemented in the above-described FM-IBOC DAB 
system. This technique is particularly well suited tor use 
in applications in which it is desirable to deliver a piece 
of music or other type of audio information without 
charge to a user at a particular quality level, e.g., FM- 
quality audio, while requiring the user to pay an addi- 
tional fee for receiving the audio information at a higher 
quality level, e.g., CD-quality level. 
[0019] In step 160 of FIG. 2, a designated analog 
audio signal is encoded using PAC encoding tech- 
niques, such as those described in, e.g., D. Sinha, J.D. 
Johnston, S. Dorward and S.R. Quackenbush. The 
Perceptual Audio Coder," in Digital Audio, Section 42, 
pp. 42-1 to 42-18, CRC Press, 1998, which is incorpo- 
rated by reference herein. The analog audio signal may 
correspond to, e.g., a particular song or other piece of 
music to be broadcast by the system and made availa- 
ble to users at an FM-quality level without additional 
charge. In step 162, an encryption key is obtained for 
the encoded analog audio signal. The encoded audio is 
then arranged into M packets, as indicated in step 164. 
In step 166. a designated number M-K of the packets 
are encrypted using the encryption key, while the 
remaining K packets remain unencrypted. The K unen- 
crypted packets are placed in two of the four bitstreams 
1 05-1 , 1 05-2, 1 05-3 and 1 05-4 for transmission to the 
system users, while the remaining M-K packets are 
placed in the remaining two bitstreams. 
[0020] A given user of the system receives and 
stores all M packets, as indicated in step 168. However, 
without access to the corresponding decryption key, the 
user is able to decode and utilize only the K unen- 
crypted packets, and therefore can generate only an 
FM-quality reconstruction of the transmitted audio sig- 
nal. In order to generate a CD-quality reconstruction of 
the original audio signal, the user must obtain the 
decryption key and decode the remaining M-K packets. 
As will be described in greater detail below, the user 
may obtain this decryption key via a network connection 
established with a server over the Internet or other com- 
puter communication network. Advantageously, such an 
arrangement allows the user to purchase CD-quality 
audio information that has been previously supplied to 
them over broadcast airwaves, without requiring the 



user to download the CD-quality audio from the Inter- 
net. 

[0021] FIG. 3 shows a portion of an exemplary 
transmitter 200 in accordance with the invention, config- 

5 ured for use in the above-described FM-IBOC DAB sys- 
tem. The transmitter 200 includes a set of standard 
interfaces 202, a main signal flow block 204, an intemne- 
diate frequency (IF) interface 206, and a set of server 
processes 208. The transmitter 200 also includes a 

10 multi-stream encryption device 210. 

[0022] The standard interfaces 202 include an ana- 
log-to-digital (A/D) converter 212 for converting an input 
analog audio signal to digital form, and a protocol han- 
dler (PH) 214 which receives input digital audio data, 

15 and delivers control and monitor information, e.g., to 
other portions of the transmitter or other system 
devices. A multi-stream PAC audio encoder 215 
receives uncompressed digital audio from either the 
A/D converter 212 or the PH 214, and generates com- 

20 pressed audio bitstreams using the audio compression 
techniques described in the above-cited D. Sinha et al. 
reference. Although the output of the PAC encoder 21 5 
is shown eis a single line, it should be understood that 
this output corresponds to multiple parallel bitstreams, 

25 e.g., four bitstreams as illustrated in FIG. 1 . 

[0023] The compressed audio output of the multi- 
stream PAC encoder 215 is applied to the multi-stream 
encryption device 210, which encrypts a portion of the 
PAC output using the above-described encryption key. 

30 In a typical arrangement, at least about one-half of the 
multiple bitstreams generated by the PAC encoder 215 
will be encrypted. For example, if four streams are gen- 
erated, e.g., as illustrated in FIG. 1, at least two of the 
four will be encrypted; if two streams are generated, at 

35 least one will be encrypted. The encryption key may be 
supplied to the encryption device 210 by a radio station 
or other service provider operating the transmitter 200. 
An auxiliary data input, not shown in FIG. 3, may be 
used for supplying the key to the encryption device 21 0, 

4o The encryption key may be periodically repeated, e.g., 
once per second, so that it is possible for a user to tune 
a receiver to the corresponding radio station and 
receive at leas^ FM-quality audio as soon as it becomes 
available. As previously noted, the receiver will require 

45 the corresponding decryption key in order to decode all 
of the bitstreams to obtain CD-quality audio. It is pre- 
ferred that the partbular encryption process used pro- 
vide a level of security comparable to that provided by 
conventional 128-bit encryption commonly utilized in 

50 electronic commerce applications, although other types 
of encryption could also be used. 
[0024] The output bitstreams from the PAC encoder 
215 may be framed in packets that also contain infonna- 
tion about the date, time, radio station or other service 

55 provider source, music selection, artist, etc. A portion of 
that data may be obtained, e.g., from a compact disk 
digital audio (CDDA) file on a corresponding CD, if appli- 
cable. As described above in conjunction with the flow 
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diagram of FIG. 2. the total compressed audio informa- 
tion for a given piece of music or other audio information 
to be transmitted may be arranged in the fonm of a total 
of M packets distributed over the multiple bitstreams, 
with M-K of the packets encrypted, and the remaining 
packets left unencrypted- 

[0025] The output of the multi-stream encryption 
device 21 0 is applied, along with any encoded data from 
a data encoder 21 6, to a channel coding block 21 8. The 
channel coding block provides forward error correction 
(FEC), e.g., using the above-noted CRC and convotu- 
tional coding. Each of the separate parallel bitstreams 
generated by the multi-stream PAC encoder 215 may be 
subject to separate CRC and convolutional coding oper- 
ations. The output of the channel coding block 218 is 
applied to a DQPSK/OFDM modulator 220, and then to 
a signal shaping block 222. The resulting output is proc- 
essed in a digital-to-analog (D/A) converter 224 and a 
filter 226 in the IF interface 206, and then delivered to an 
exciter portion (not shown) of the transmitter which 
implements conventional operations such as upconver- 
sion, filtering and high -power amplification, prior to 
being transmitted over a broadcast medium. 
[0026] The service processes 208 of the transmitter 
200 include global timing (GT) 230, service data inser- 
tion (SDI) 232, interface control (INTC) 234, sync pat- 
tern management (SPMN) 236, and signal flow control 
(SFCON) 238. Each of these elements communicates 
with one or more of the standard interfaces 202, the 
main signal flow block 204, and the IF interface 206. 
[0027] One or more of the service processes 208, 
as well as other elements of the transmitter 200, may be 
implemented at least in part using a digital signal proc- 
essor, application-specific integrated circuit (ASIC), 
field-programmable gate array (FPGA) circuit, as well 
as portions or combinatioris of these and other proces- 
sors. 

[0028] FIG. 4 shows a portion of a transmitter 250 
which represents an alternative implementation of the 
transmitter 200 of FIG. 3. The transmitter 250 includes 
an audio processor 252, a channel stream processor 
252, and a set of hardware 254 whrch implements the IF 
interface 206 and the global timing process 230. In the 
audio processor 252, an analog audio source is applied 
to A/D converter 212, and multiplexed with a digital 
audio source in a multiplexer 259. An output of the mul- 
tiplexer 259 is applied to the above-described multi- 
stream PAC encoder 215, and the multi-stream output 
of the PAC encoder 215 is partially encrypted in the 
encryption device 210 in the manner previously 
described. The encryption devrce 210 in this embodi- 
ment is assumed to be part of the audio processor 252. 
The output of the encryption device is applied to an 
ancillary data combiner 262, and combined with data 
from an ancillary data source, if any. Different delays 
may be applied to one or more of the multiple bitstreams 
in a staggered stream delay (SSD) element 264, in 
order to provide the above-noted time diversity between 



the bitstreams. 

[0029] The channel stream processor 252, which 
may be implemented in whole or in part in software, 
includes an auxiliary data combiner 266 which receives 
5 the multiple bitstreams from the SSD element 264. The 
auxiliary data combiner 266 combines the multiple 
streams with auxiliary data from an auxiliary data 
source and service data 272, as delivered from a data 
multiplexer 274 and data encoder 276. Data encoder 
10 276 may be, e.g., a Reed-Solomon (RS) encoder. An 
interface control element 270 interacts with the global 
timing process 230 to handle the transfer of control and 
monitor information between the channel stream proc- 
essor 252 and, e.g., other portions of the transmitter or 
75 other system devices. 

[0030] The output of the auxiliary data combiner 
266 is encoded in channel coding block 218, and the 
resulting bitstreams are processed through 
DQPSK/OFDM modulator 220 and signal shaping block 
20 222. The output of the signal shaping block is then 
applied to the IF interface 206, which as previously 
noted includes D/A converter 224 followed by fitter 226. 
The output of the IF interface 206 is then delivered to 
the above-noted exciter portion of the transmitter for 
25 transmission over a broadcast medium. 

[0031] FIG. 5 shows a portion of an exemplary 
receiver 300 in accordance with the invention, config- 
ured for use in the above-described FM-IBOC DAB sys- 
tem. The receiver 300 includes an analog receiver 
30 section 302, a channel interface 304, a main signal flow ^ 
block 306, a set of standard interfaces 308, and a set of 
servrce processes 31 0. The analog receiver section 302 
receives an RF input signal from an antenna, which is 
not shown, and processes the RF input signal through 
35 an RF/IF converter 312 and an automatk: gain control 
(AGC) annplifier 314 to generate an IF output signal. 
The IF signal is processed through an AJD converter 
315 and filter 316 of channel interface 304, and then 
applied to the main signal flow block 306. 
4o [0032] In the main signal flow block 306, the bit- 
streams are processed through a signal enhancement 
process (SEP), an OFDM/DQPSK demodulator 320, 
and one or more error correction layers 322. The error 
correction layers 322 provide the decoding of the above- 
45 noted CRC and convolutional codes. For example, the 
outputs of the error correction layers 322 may corre- 
spond to the four outputs of the CRC decoders 132, 
134, 142 and 144 of FIG. 1. The encrypted audio por- 
tions of these outputs are applied to a multi-stream 
50 decryption device 325 and a multi-stream PAC audio 
decoder 326. while the data portions are applied to a 
cteta decoder 327. The output of the decryption devrce 
325 is applied to a recording devrce 328. 
[0033] The unencrypted portions of the output of 
55 the PAC audio decoder 326 are applied directly to a D/A 
converter 331 and filter 332 in the standard interfaces 
308. The output of the filter 332 is appfied to a speaker 
334, which generates an FM-qualrty audio output using 
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the unencrypted portions of the PAC audio decoder out- 
put. The unencrypted portions of the PAC audio 
decoder 326 are also applied, along with the outputs of 
the data decoder 327, to a PH 335 in the standard inter- 
faces 308. The PH 335 provides a digital audio output, 
Internet protocol (IP) data and audio interfaces, and 
handles the transfer of control and monitor information. 
[0034] The service processes 310 of the receiver 
300 include GT 340, AGC 342, automatic frequency 
tracking (AFT) 344, synchronization timing (Tsync) 346, 
digital local loop (DLL) 348, self-test agents (STAG) 
350, service data decoder (SDD) 352, and INTC 354. 
Each of these elements communicates with one or 
more of the channel interface 304, the main signal flow 
block 306, the standard interfaces 308, and the service 
processes 310. 

[0035] One or more of the service processes 310, 
as well as other elements of the receiver 300, may be 
implemented at least in part using a digital signal proc- 
essor, an ASIC, an FPGA. as well as portions or combi- 
nations of these and other types of processors. For 
example, the decryption device 325, the PAC audio 
decoder 326, the data decoder 327, and an interface to 
the recording device 328, may be implemented at least 
in part using a DSP. while the SEP 318, OFDM/DQPSK 
demodulator 320, error correction layers 322, and PH 
335, may be implemented in a combination of an ASIC 
and an FPGA. More particularly, implementing the 
decryption device 325 and recording device interface as 
DSP code in a read-only memory (ROM) of a DSP 
ensures that these elements will less susceptible to 
unauthorized access after manufacture. 
[0036] In the receiver 300, the additional data trans- 
mitted with a particular piece of music or other audio 
information is used to uniquely identify that information 
by author, source, date, time, etc. The decryption device 
325 directs the recording of the received bitstreams, 
along with the additional data, in the recording device 
328. The recording device 328 may store the audio 
information and other related information, such as infor- 
mation regarding bit error rate, in a file-like structure on 
a non-volatile data storage device or cartridge such as 
a flash memory card, PCMCIA card, ZIP disk, floppy 
disk, hard drive, etc. For example, a typical 100 Mbyte 
ZIP cartridge may be used to store approximately 100 
minutes of compressed audio at 1 6 kbytes per second 
(1 28 kbits per second), or a typical 48 Mbyte flash mem- 
ory cartridge may be used to store approximately 50 
minutes of compressed audio at 16 kbytes per second. 
It should be emphasized that these are examples only, 
and the invention does not require any particular type of 
storage device. 

[0037] The recording device 328 may be part of or 
otherwise associated with a computer, personal digital 
assistant (PDA) or other information processing device 
which is separate from the receiver 300. For example, 
the above-noted non-volatile storage device may be an 
element of a computer or other infonnation processing 



device which communicates with the receiver via an 
appropriately-configured communication port 
[0038] In the illustrative embodiment, pieces of 
music or other audio information are generally not auto- 

5 matically recorded. They are instead typically recorded 
as a result of an action taken by the user to request that 
a particular selection be recorded. The oldest recorded 
audio selection may be overwritten after issuance of an 
appropriate warning if there is not enough room in the 

10 non-volatile storage device to store the entire current 
selection. 

[0039] The received information is typically 
recorded in its previously-described encrypted form, 
assuming that the user has not yet obtained a corre- 

15 spending decryption key Until such time that the user 
obtains the decryption key, in the manner to be 
described below, a given recorded audio selection can 
only be played at an FM-qualrty level. When the user 
wants to listen to a particular recorded selection from 

20 the non-volatile storage device, the user can choose 
playback of that selection via an appropriate user inter- 
face, and it will be played through the receiver at the 
reduced quality level, e.g., an FM quality level, until such 
time as an embedded time stamp expires or the corre- 

25 spending file is overwritten. The multi-stream PAC 
decoder 326 in the receiver will thus be capable of play- 
ing a stored audio selection, but it will perform as if only 
the unencrypted bitstreams are present, i.e., it will 
ignore the encrypted portions. If the user has already 

30 obtained the decryption key, the received information 
may be stored in recording device 328 in the form of 
fully-decrypted CD-quality audio selection. 
[0040] The encrypted recording generally cannot 
be read by a computer or other PAC player until it is 

35 unlocked by purchasing and processing the corre- 
sponding decryption key. Once unlocked, the selection 
may be played by any PAC player including the receiver 
300. The decryption device 325 and recording device 
interface have access to all of the data necessary to tag, 

40 record and reproduce a given audio selection. When a 
purchased and decrypted audio selection is chosen by 
the user, the receiver will play the selection at a CD- 
quality level using the PAC audio decoder 326. D/A 331, 
filter 332 and speaker 334. 

45 [0041] FIG, 6 illustrates the manner in which a par- 
ticular recorded audio selection 400 may be purchased 
by a user over a computer network such as the Internet. 
As previously noted, audio selections that were chosen 
by the user to be recorded in the non-volatile storage 

5o device may be converted to full CD-quality audio, e.g., 
by purchasing the decryption key over the Internet and 
running an appropriate conversion program. The user is 
assumed to be equipped with a computer, PDA or other 
suitable information processing device which includes 
55 an Internet browser 402 for interfacing to an electronic- 
commerce (e-commence) web site. The information 
processing device may be configured to run the above- 
noted conversion program. The web site includes an e- 
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commerce interface 403 for permitting the user to pur- 
chase the decryption key for a given recorded audio 
selection. The conversion program may also be down- 
loaded to the information processing device from the e- 
commerce web site via the interface 403, e.g., as part of 
a first purchase, or is otherwise purchased or obtained 
by the user. Such a program or portions thereof could 
also be incorporated into the receiver. 
[0042] The conversion program interacts with the 
recording device 328 of receiver 300 to access the 
recorded selection 400. The encrypted bitstreams are 
then subject to a decryption operation 404 and a multi- 
stream to single-stream PAC data conversion operation 
405. The decryption operation 404 is carried out in the 
decryption device 325 of receiver 300, using the decryp- 
tion key purchased by the user over the Internet. The 
decryption operation 404 could alternatively be carried 
out in whole or in part in the above-noted information 
processing device. The decrypted bitstreams are proc- 
essed in the conversion operation 405 using the PAC 
audio decoder 326. 

[0043] The e-commerce interface 403 and the cor- 
responding decryption key supplied therethrough may 
be provided to the user via a connection established 
over a network 406 with a server 407 in a well-known 
conventional manner, e.g.. using transmission control 
protocol/Internet protocol (TCP/IP) techniques. 
[0044] The resulting CD-quality audio selection can 
be processed using any of a number of different options 
408, such as, e.g., recording or otherwise storing the 
CD-quality audio selection in uncompressed or PAC- 
compressed form on a recordable CD. hard disk or 
other non-volatile storage medium. 
[0045] A more detailed example of the processing 
operations illustrated in FIG. 6 is as follows. Assume 
that the user has chosen several audio selections and 
wishes to purchase them. The selections are stored on 
a non-volatile storage cartridge, a ZIP disk or flash 
memory card, with several additional selections that will 
not be purchased. The user logs onto the Internet using 
a personal computer and selects the appropriate e- 
commerce web site for the purchase. The user inserts 
the cartridge into an adapter appropriate to the car- 
tridge type, e.g., a ZIP drive or flash memory card slot 
on the personal computer, and the web site automati- 
cally scans the cartridge for contents. 
[0046] The web site presents the user with a list of 
the selections available in the cartridge. The user 
chooses the desired selections and enters appropriate 
credit card information. When the credit is approved, the 
web site downloads the decryption key for each chosen 
selection and stores it in both on the cartridge and on 
hard drive of the personal computer. This reduces the 
chance that a particular decryption key will be lost or 
corrupted when the audio is decompressed and con- 
verted to a different format. The keys may be configured 
such that they are valid only for a limited period of time, 
using known techniques. 



[0047] The web site uses the information linked to 
the selection to identify it by artist, author, publisher, 
radio station source, date and time, and to determine 
the appropriate key. This information may also be used 

5 to distribute appropriate payments to the copyright own- 
ers and radio stations, and can also be used to deter- 
mine demographic information such as statistics for the 
selections, user listening habits, etc. 
[0048] After the key for a given selection is down- 

10 loaded, the web site checks and verifies that the selec- 
tions are complete and without errors. It may use the 
auxiliary information recorded with the selection to ver- 
ify that the complete selection is available without errors 
once it is unlocked. If the selection is not verified as 

75 en-or-free, then the web site may notify the user of the 
flaws and gives the user the option to download a com- 
plete compressed file instead of decrypting the selec- 
tion on the storage device. If the user chooses not to 
download the compressed file, the web site will credit 

20 the account and the selection will not be purchased. 
The usual scenario will be to download the keys, verify 
the selections and allow the user to continue with other 
things and not have to wait for any files to download. 
This is a significant advantage to conventional Intemet- 

25 based download of musical selections, e.g., via MP3. 
[0049] The decrypting and conversion operations 
on the audio selections may be done in the background 
or off-line. The user is given choices as to how the 
music is to be stored after the processing is completed. 

30 Typical choices in the present example would be, e.g., 
leave the selection compressed in single-stream PAC 
format and store it on the personal computer harei drive, 
cartridge or other storage device, or decompress the 
selection and store it on the personal computer hard 

35 drive or record it as a CD-quality track on a recordable 
CD. In any case, the user is provided with a single CD- 
qualrty copy of the selection. The selection may be 
played back through the receiver 300, or using another 
suitable playback device. 

40 [0050] FIG. 7 illustrates examples of the manner in 
which a given recorded audio selection may be played 
back. A given recorded encrypted selection 420 may be 
played back for a designated period of time, e.g., 30 
days, at a reduced quality level prior to purchase. This 

45 allows the user ample time to decide whether to pur- 
chase the recorded or discard it The recorded 
encrypted selection may be read in operation 424, 
which discards the encrypted streams and checks the 
corresponding expiration date. The selection is then 

50 applied to a single-stream PAC decoder 430 for play- 
back through an audio output system 430 at, e.g., an 
FM-quality level. 

[0051] The single-stream PAC decoder 430 may 
represent, e.g., a portion of the PAC audio decoder 326 
55 of FIG. 5 or a PAC decoder of a separate playback 
device, and the audio output system 432 may represent, 
e.g., elements 331, 332 and 334 of FIG. 5. The single- 
stream PAC decoder 430 could also be replaced with a 
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multi-Stream PAC decoder, Once the selection is pur- 
chased, ft may be recorded as a single-stream CD-qual- 
ity selection 434, as previously described, and then 
played back through the PAC decoder 430 and audio 
output system 432. 

[0052] Alternative embodiments of the invention 
could provide a user with the decryption key using tech- 
niques other than those described above. For example, 
the decryption key may be sent by the transmitter to the 
receiver as part of the original transmitted signal, e.g., 
as part of an auxiliary or ancillary data channel. Alterna- 
tively, the decryption key may be supplied by a physical 
device that plugs into the receiver. The implementation 
details of such decryption arrangements are well under- 
stood in the art, and therefore not described in detail 
herein. In such arrangements, although a given user 
may be permitted to listen to CD-quality audio using the 
transmitted decryption key, such a user may be, e.g., 
prevented from recording the CD-quality audio until it is 
purchased and the receiver is provided with infomiation 
indicating that the purchase is complete. 
[0053] It should be noted that the above-described 
embodiments of the invention are illustrative only. For 
example, the invention can be used with other types of 
information, e.g., video or image information, data, etc., 
and with other types of communication systems, such 
as satellite based systems, Internet-based broadcast- 
ing systems, cable networks, etc. For example, although 
the quality available from a conventional AM-IBOC sys- 
tem is generally not sufficient for delivering CD-qualrty 
audio, such a system may utilize the techniques of the 
invention to deliver other types of information. In addi- 
tion, the invention may be used with any desired type of 
encryption and decryption process. Furthermore, a vari- 
ety of different electronic commerce techniques and 
configurations may be used allow users to purchase 
access to information previously downloaded via radio 
broadcast channel or other communication medium in 
accordance with the invention. These and numerous 
other alternative embodiments and implementations 
within the scope of the following claims wilt be apparent 
to those skilled in the art. 

Claims 

1. A method of delivering infomnation, the method 
comprising the step of: 

delivering at least a portion of the information 
to a receiver in an at least partially-encrypted 
format using multiple bitstreams of a digital 
communication system, such that access to the 
information is provided at a first quality level. 

2. The method of claim 1 wherein access to the infor- 
mation is provided at the first quality level without 
decrypting the information in the at least partially- 
encrypted format. 



3. The method of claim 1 further including the step of 
providing a key for decrypting the information in the 
at least partially-encrypted format, such that when 
the information is decrypted, access to the infonna- 

5 tion is provided at a second quality level higher than 

the first quality level. 

4. The method of claim 3 wherein the key for decrypt- 
ing the information in the at least partiatly- 

10 encrypted fomnat is supplied over a network con- 
nection established with a server. 

5. The method of claim 1 wherein the multiple bit- 
streams correspond to subbands of at least first 

15 and second digital sidebands of a host carrier sig- 

nal in an in-band on-channe! (IBOC) digital audio 
broadcasting system. 

6. The method of claim 6 wherein the host carrier sig- 
20 nal is an analog FM host signal. 

7. The method of claim 1 wherein the information 
delivered to the receiver comprises audio informa- 
tion. 

25 

8. The method of claim 7 wherein the audio informa- 
tion comprises a particular music selection. 

9. The method of claim 7 wherein the first quality level 
30 of the audio information corresponds to an FM- 

quality level, and a second quality level of the audio 
infomnation corresponds to a CD-quality level, 

10. The method of claim 1 wherein at least a subset of 
35 the multiple bitstreanns are unencrypted, and the 

information at the first quality level is generated 
using only the unencrypted bitstreams. 

11. The method of claim 1 further including the step of 
40 storing the information in the at least partially- 
encrypted fomnat in a storage device accessible to 
the receiver. 

12. The method of claim 1 1 wherein the storage device 
45 comprises at least one of a disk, a memory card 

and a cartridge 

13. The method of claim 1 1 wherein the storage device 
is associated with an information processing device 

5o which establishes a network connection with a 
server. 

14. The method of claim 1 1 wherein the storage device 
is adaptable for insertion into (i) a corresponding 

55 receptacle of the receiver, and (ii) a corresponding 
receptacle of an information processing device 
which establishes a network connection with a 
server for obtaining a decryption key for decrypting 
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the information in the at least partlatly-encrypted 
format. 

15. An apparatus for delivering information, comprising 
means for carrying out the steps of a method as 5 
claimed in any of the preceding claims. 

16. A method of receiving information, the method 
comprising the steps of: 

10 

receiving at least a portion of the information 
from a transmitter in an at least partially- 
encrypted format using multiple bitstreams of a 
digital communication system, such that 
access to the information is provided at a first i5 
quality level. 

17. The method of claim 1 1 wherein access to the infor- 
mation is provided at the first quality level without 
decrypting the infomnation in the at least partially- 20 
encrypted fomiat, the method further including the 
step of providing a key for decrypting the infomna- 
tion in the at least partially-encrypted fonnat, such 
that when the information is decrypted, access to 

the infomnation is provided at a second quality level 25 
higher than the first quality level. 

18. An apparatus for receiving infomnation, comprising 
means for carrying out the steps of a method as 
claimed in claim 1 6 or claim 17. 30 
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